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ABSTRACT

Protecting the financial integrity and reputation of
the financial sector by achieving strong anti-money

laundering and combating terrorist financing regimes
is a crucial responsibility of the regulator. Conflicting
objectives exist between the regulator and the
Sfinancial institution based upon their assessment,
should money laundering occur, of the reputational
impact to the country’s financial sector and to the
financial institution itself. The expectation of the
regulator, through rigorous supervision, to uphold
the integrity of the financial sector continues to
increase. While agreeing with the concept of effective
management of money laundering and terrorist
financing risks, the financial institution must protect
the integrity of the financial system in the context
of an environment of demanding cost constraints.
This paper considers the impact of centralisation
as a cost effective operating model against the
increasing demand and expectations for robust
regulatory compliance, highlighting the conflicting
objectives of both the regulator and the financial
institution.
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INTRODUCTION

Regulators and financial institutions typically
agree on the importance of compliance with
anti-money laundering and combating the
financing of terrorism (AML/CFT) legislation.
Their viewpoints towards implementation
and monitoring are, however, likely to be
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different. Such differences emanate from
conclusions of risk impact drawn from their
respective money laundering and terrorist
financing (ML/TF) risk assessments.

The differing views and consequences
on risk impact become more marked when
regulator the
management of ML/TF risks by global
institutions operating in remote jurisdictions.

expectations encounter

Conflict results between the regulatory
need to maintain the highest standards
against the cost objectives of financial
institutions with policy making head offices
several thousand miles away.

The degree of conflict increases when the
global banks, include in their geographical
structure small countries commonly referred
to as offshore financial centres (OFCs). Such
OFCs are numerous throughout the world,
and typically very dependent upon a success-
ful financial sector providing a significant
economic contribution to the country.

It follows that an incident of money
laundering or terrorist financing occurring
in an OFC could have a significant negative
impact upon the integrity of the financial
system of that country.

This paper discusses the impact of such
conflicting objectives from the viewpoint of
the expectation by regulators to apply robust
supervision.

OFFSHORE FINANCIAL CENTRES:

THE BACKGROUND

According to the Tax Justice Network'
between US$21 trillion to US$32 trillion
of private wealth is located untaxed or
lightly taxed in countries throughout the
world. Those countries with light taxes are
referred to as OFCs, or more emotively, as
tax havens.

There are many good reasons for investors
to take advantage of financial services and
products in OFCs; avoiding tax by setting
up effective tax planning structures and
by providing privacy of ownership by the
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formation of asset holding companies. Such
asset holding companies reduce the risk of
litigation resulting in asset forfeiture, and
calm the fear of kidnapping and ransom
requests faced by residents of, for example,
Central and South American countries.

Privacy is, however, synonymous with
secrecy. It is the aspect of secrecy that
has attracted the most attention in recent
years when the larger countries such as the
United Kingdom and the United States have
expressed concern over the alleged signifi-
cant levels of lost tax revenues through tax
evasion. The ease by which the placement
of assets and income in offshore shell or
anonymous companies, structured with an
opaqueness of ownership, is blamed as the
cause.

Bodies such as Transparency Interna-
tional® and the previously mentioned Tax
Justice Network have become vociferous in
their campaign against corruption, citing
the misuse of anonymous or shell companies
as the vehicle to hide assets, acquired not
only by tax evasion and the proceeds of
drug sales, but other crimes, such as human
trafficking and smuggling.

THE REGULATORY FRAMEWORK

The anti-money laundering and combating
of terrorist financing regulatory framework
is based upon the recommendations’ issued
by the Financial Action Task Force (FATF).

FATF was established by the G-7 Summit
held in Paris in 1989. Recognising the threat
posed to the banking system and to financial
institutions, the G-7 heads of state or gov-
ernment and president of the European
Commission convened the Task Force from
the G-7 member states, the European Com-
mission and eight other countries.*

The FATF and the nine FATF styled
bodies now embrace 192 countries through-
out the world.

Revised recommendations® were issued
in 2012 and provide the baseline for the



legislation set in each country. Each country
is expected to tailor implementation to its
own specific environment and money laun-
dering and terrorist financing threats.

The requirement to reach FATF standards
has gained increasing momentum for all
member countries. The FATF and its FATF-
style regional bodies (FSR B) undertake peer
reviews of co-members, which broadcasts
publicly that their AML/CFT regimes are
either deficient or up to standard. FATF
members are encouraged to look upon those
countries that fail to move steadily towards
full compliance with caution; the rationale
for caution being the heightened propensity
of a deficient country to enable the move-
ment of illicit funds. Such movement of illicit
funds into OFCs can, when discovered,
damage significantly the reputation of that
OFC, and to a lesser extent the reputation
of their peers.

Regulators of the OFCs are coming
under increasing pressure through their
governments and their peer countries
to meet the FATF standards. It follows
therefore that the regulator, through its
supervisory and regulatory regime, must
drive effective implementation of the FATF
recommendations.

CONFLICTING VIEWS ON RISK
The impact of money laundering and
terrorist financing risks occurring in an
OFC is loss of confidence leading to reluctance
by genuine investors to use the jurisdiction
as a country to invest. The impact on the
small country can be significant and signifi-
cantly damaging to the local economy.
Both the regulator and the financial insti-
tutions play a key role in the protection of
the integrity of the financial system in the
country. Beyond this key role there comes
the conflict of objectives between the needs
of the financial institution to operate cost
efficiently, against the regulator tasked with
holding financial institutions to the highest

standards. Benchmarking countries globally

and in particular against their peer group of
OFCs is paramount to attracting legitimate
1nvestors.

Both regulators and financial institutions
will apply a risk-based approach to compli-
ance objectives due to constraints of financial
and human resources, and the resultant need
to apply focus to areas of critical risk impact.
Nevertheless, the temptation of the financial
institutions to play down the levels of risk
to justify dilution of risk management pro-
cesses 1s very likely.

The challenge to regulators is managing
the conflict of objectives, with financial
institutions being less concerned over the
reputation globally of the country and having
greater concern over the effective manage-
ment of costs.

FINANCIAL INSTITUTIONS: THE
RESPONSETO COST CHALLENGES

As the offshore market has grown, financial
institutions face cost pressures arising from
both the need to provide technologically
progressive products and delivery channels
as well as the increasing cost of compliance
as a result of growing regulatory scrutiny.
In the PwC 2016 Global Economic Crime
Survey,® reference is made to the study by
WealthInsight’ in which it is stated that
‘Global spending on AML compliance
is set to grow to more than $8 billion in
2017.% The PwC survey goes onto say ‘But
many balk at increasing compliance spend
— notwithstanding the cost of enforcement
actions and large scale penalties resulting
from compliance failures.”

In response to the demands to reduce
costs, outlets of financial institutions in
the OFC have become predominantly sales
focused with operations and compliance
departments centralised, most likely in a
different country.

Because of factors of size of activity in an
OFC, relative to group corporate activity, it
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can be easily argued that the likelihood of an
ML/TF event occurring would be consid-
ered in the lower ranges. The impact by way
of reputational damage or financial loss can
also be assessed as low for similar reasons.

By virtue of lower risk rating, contraction
of resources allocated to ML/TF risk mit-
igation as well as oversight by the various
risk management disciplines has occurred.
The low risk rating would support the deci-
sion that a high level of monitoring would
not be cost effective in areas where impact
and likelihood of a risk event occurring
is low.

TRANSACTION MONITORING:

AN EXAMPLE

In the context of financial institutions,
the raison d’étre for the FATF recommen-
dations and the subsequent legislation, is
the identification of unusual or ‘red flag’
customer-related financial activity. After
further analysis, such unusual activity may
lead to disclosures to law enforcement' to
investigate further. It follows that the effec-
tive monitoring of customer transactions is
a key component of the fight against organ-
ised crime and the financing of terrorism
— ‘Follow the Money.’

In this example of transaction monitoring
we shall focus on the receipt of incoming
international payments using wire transfers,
by a global bank with operations in an OFC.
Historically, in such an environment each
branch processed incoming wire transfers
from receipt of details from the relevant cor-
respondent bank. The branch with in-house
controls examined the transaction in real
time as a point of entry control. Transactions
were further examined manually the follow-
ing day after posting to customer accounts.
In both cases the control objectives were to
identify unusual activity that deviates from
norms relative to that customer or cus-
tomer type. After investigation, the unusual

activity may be deemed suspicious and dis-
closed to law enforcement.

The strength of the point of entry con-
trol was the opportunity to prevent illicit
transactions entering the system. For many
years the branch based operations served
the business well with the in-house branch
officers effectively placed to have sufficient
knowledge of their customers to determine
if activity was suspicious. In turn, branch-
based management was able to perform
oversight controls.

Centralisation has created a different
dynamic. Payment information from the
correspondent banks has been diverted
to a centralised processing centre serving
multiple countries. With a focus on speed
of delivery and good customer service, the
processing centre will have the mandate
of straight through processing. Customer
accounts will be credited at the time of
entry, with limited manual intervention.

Focus on screening takes on a following
day control, by way of automated rules-
based interrogation of the transactional
database. Rule breaches flagged as alerts
are investigated remotely from the account
holding branch, and more importantly,
remotely from those members of staff with
the greatest knowledge of their custom-
ers and hence able to relate the transaction
to expected and reasonable activity of that
customer.

From a customer service, operational effi-
ciency and cost point of view, the financial
institution has achieved a good result. Not
so the regulator who can be concerned over
potential dilution of control effectiveness,
with heavy reliance upon the automated
transaction monitoring system.

The regulator has every right to be con-
cerned. The concern driven firstly by the
changed positioning of the controls to a
centralised environment and secondly by
the effectiveness of the automated transac-
tion monitoring system. Concern is further



increased by the practical difficulty expe-
rienced by the regulator gaining a level of
satisfactory assurance of strong control.

Typically, automated transaction mon-
itoring systems generate a high number of
false positives which have to be investigated
and screened leaving transactions requiring
deeper analysis and referral to the account
holding branch. The operational risk failure
to process alerts in a timely manner is exac-
erbated by virtue of the volumes involved.
The buildup of unexamined alerts was a
situation that attracted criticism from the US
Senate Permanent Subcommittee on Inves-
tigations in their 2012 report on HSBC,
when it was cited that a backlog of over
17,000 un-reviewed alerts existed.!! HSBC
was notably fined in 2012 a record US$1.9
billion by US regulatory authorities for poor
transaction monitoring activity as well as
other AML compliance violations.

The movement of the first line of defence
to the centralised unit places emphasis on
oversight and how it was to be applied. Add-
ing further to the centralisation model, many
financial institutions implement a centralised
compliance unit, which as the second line of
defence, has the responsibility to assess the
effectiveness of the transaction monitoring
system including the end-to-end process
of the transaction monitoring department.
Scope of the compliance department must
not only assess the effectiveness of the deci-
sion making around the alerts, but also the
pace of review and how management ensure
that all alerts are cleared daily and no back-
log exists.

Internal audit as the third line of defence
is typically expected to provide the board,
or audit committee of the board, with assur-
ance on the effectiveness of the compliance
function.

As a consequence of the cost challenges
faced by the financial institution, both inter-
nal audit and the compliance department
must operate efficiently through a risk-based
approach. Based upon their risk assessments,

internal audit and compliance determine the
frequency and intensity of their assurance
work within the constraints of cost and time.

A key driver to the risk assessment is the
impact experienced by the financial insti-
tution should a risk event occur. From the

viewpoint of the centralised units, the risk
event considered most concerning should
it occur is money laundering through large
operational units with high volumes and
high wvalue transactions. Conversely, the
impact of a money laundering event in a
small OFC i1s unlikely to be assessed as high
on the scale of impact.

The consequence of the viewpoints of
impact is that the eftectiveness of the con-
trols to manage the ML/TF risk pertaining
to the small OFC is likely to attract only
a limited level of scrutiny by the financial
institution. Such a situation is a clear exam-
ple of the conflict between the financial
institution and the regulator in meeting
their respective objectives.

Turning more specifically to the effec-
tiveness of the
monitoring system, the global consulting
UK consulting firm Protiviti'® adds further
gravitas to the concern of the regulator.

In the November 2013 report by Protiviti,
‘Views on AML transaction monitor-
ing systems,’”” the global consulting firm
highlighted key institutional challenges
that come with the deployment of the trans-
action monitoring system (TMS). The
report refers to the challenges faced by
financial institutions to acquire and imple-
ment an automated transaction monitoring
system.

The Protiviti paper cites wide ranging
critical challenges including the following.'

On selecting an AML transaction moni-
toring system:

automated transaction

e ‘Management often has unreasonable

expectations about how a vendor’s TM
system can improve the institution’s TM
programme.’®
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On enhancing AML transaction moni-
toring scenarios by leveraging customer
segmentation:

o ‘Lack of accurate KYC data inhibits lever-
aging KYC information such as customers’
occupation, demographics, expected level
of transaction activity, etc. When these
attributes are not readily available, seg-
menting customers into meaningful buck-
ets that group together customers with
similar traits becomes challenging, if not

impossible.’!®

In addition, the PWC Global Economic
Crime Survey 2016" mentioned earlier in
this paper has stated that:

e ‘More than 25% of financial services firms
have not conducted AML/CFT risk assess-
ments across their global footprint’.'®

e ‘Only 50% of money laundering or terrorist
financing incidents were detected by system

alerts’."”

The conclusion to be drawn is that AML
compliance continues to be a significant
challenge to financial institutions and to the
regulators. Furthermore, the implementation
of an automated transaction monitoring system
does not provide, with ease, the panacea to
the challenges of AML compliance.

THE CHALLENGE FACING THE
REGULATOR

The views of the level of inherent risk,
and the resultant frequency and intensity
of the assurance work by the compli-
ance and internal audit departments of
the financial institution work applied to
any one jurisdiction, may not match the
expectations of the regulator. The local

regulator has a clear responsibility to pro-
tect the financial stability and reputation
of the country.

In discharging its mandate to protect the
reputation of the country from abuse by
money laundering and terrorist financing,
the regulator will be looking for a commen-
surate level of supervision and compliance
by the financial institution. The dilution of
the control environment described in the
example is the risk response by a financial
institution looking to achieve cost effec-
tive compliance in a country that may
not figure high in their volume of market
representation.

In secking assurance of the effectiveness
of the AML regime of a financial institu-
tion, the regulator is obliged to recognise:

e The front line staft will be in the best
position to understand the rationale and
typical financial activity of their customers;
however, this position is weakened by the
inevitable focus on sales. AML/CFT training
is often considered as secondary to sales
training.

o Approaches for business which are aborted,
possibly for early red flags such as reluc-
tance to provide due diligence information
or negative news from open sources, are
only seen by the front line staft. Particu-
larly in an offshore environment, aborted
approaches are a rich source of suspicious
activity as criminals look for the ‘weakest
link’ to enter the financial system.

o The examiner must assess the process
of setting and managing the rules of the
transaction monitoring system and con-
sider, most importantly, their relevance to
the local environment. The importance of
relevant local rules attracted criticism by
the US Senate Permanent Subcommittee
on Investigations in their 2012 report on
HSBC.*

o The examiner will wish to assess the quality
of the controls to ensure complete and
accurate transfer of transactions into the
interrogation software.

o The examiner requires assurance on the
competency of the manual process of



identifying suspicious activity which will
include determination and treatment of
false positives.

e The local money laundering reporting
officer (or Bank Secrecy Act®! (BSA) officer)
is charged with the unfettered responsibility
to report suspicious activity. The examiner
must establish how, in a remote centralised
environment, this is achieved and in turn
supervised.

o Typically, the regulator would rely upon
internal compliance and internal audit
reviews to inform their examination.

Internal audit and compliance determine

their review timetable on the perception

of risk and the regulator may be unable to
force the frequency and scoping of such
reviews.

CONCLUSION

The end-to-end process commencing with
incoming wire transfer payment informa-
tion from the correspondent bank, through
the centralised units to suspicious activity
reporting must be in the regulator’s scope
when assessing effective compliance, by the
financial institution, with both legislation
and best practices. The local regulator’s
mandate to protect the country remains
constant.

The one changing factor is that the finan-
cial institution itself is driven by competing
priorities of achieving cost efficiencies and
the need for regulatory compliance.

The pursuit of cost efficiencies has
resulted in organisational structures that
weaken the value, to the offshore regulator,
of both compliance and internal audit.

The cause is predicated upon the con-
flicting viewpoints of money laundering
and terrorist financing risk, more simply
referred to as ‘risk impact is in the eye of
the beholder’. It is clear from the regula-
tory and policy maker view that risk has
to be assessed to a level of detail that drives
effective oversight by the head office. The

converse being that the head office of the

financial institution has a view of risk in the
smaller branches and subsidiaries as of lesser
impact to the group as a whole, and hence
there is less appetite to invest in the over-
sight and compliance regimes.

The reality is that there is evidence,
referred to in this paper, that there is the
distinct possibility that unidentified ML/TF
risk lies within outlying subsidiaries and
branches.

The compliance issues faced by HSBC are
symptomatic of a deficient head office and
foreign subsidiary/affiliate relationship. The
report” by the Permanent Subcommittee on
Investigations of the United States Senate
cites weak AML/CFT controls throughout
the group, particularly the affiliates HSBC
Bank USA NA and HSBC Mexico.

More generally, the concern faced by the
regulator of the OFC is very real but difficult
to manage. The relative scale and difficulty
of the small country regulator wishing to
challenge and influence large global finan-
cial institutions is clear to see. The difficulty
in this challenge is exacerbated by the geo-
graphical remoteness and limited budgets of
the regulator to visit and undertake on-site
assessments of centralised units.

SOLUTIONS

The diversity of interpretation of risk is
an issue driven by cost. Any solution must
involve a meeting of the minds by the
respective stakeholders. Increased consulta-

tion must commence and must bring to the
table:

e A meaningful examination and challenge of
risk from the viewpoint of all stakeholders.
To achieve this, not only should the risk
assessment be considered, but the underly-
ing assumptions and source data challenged

from every viewpoint.
o Are risk drivers and actual experiences
sufficiently wide ranging?
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o What is history of actual money launder-
ing leading to prosecution?

o What are the experiences by the super-
visory, internal audit and compliance
stakeholders in relation to compliance
standards?

o What is the experience of the country
being used as a conduit for money laun-
dering or terrorist financing even though
predicate crimes are not prevalent in the
country?

o As described in the FATF guidance ‘Risk
based approach for the banking sector’,”
would risk assessments performed on
specific products or lines of business,
delivery channels, customer categories and
operational processes, enable head office
to selectively target compliance work on
higher risk areas thereby controlling cost
but continuing to maintain focus?

e Cooperation between regulators should
be utilised. Do the
regulators have similar or differing views
on the risk of centralisation within their
own spheres of responsibility? Every eftort
must be made to resolve difterences in risk
assessments to equal satisfaction.

e The potential impact of a more aggressive
stance by the local regulator in assessing the
approach to oversight by head office must
be considered. The impact from increased
supervisory work may of course be an
increase in licensing fees for the banking
sector.

home and host

In summary, working towards solutions
will require concessions on both sides in
the context of maintaining the overarching
common objective of compliance with local
legislation.

Author’s note

The views expressed in this paper are the
personal views of the writer. The content of

the paper does not contain any endorsement
or implied accuracy by the writer’s employer.
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